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2.6

Specification of AFETN /AMHS

Scope of the Section:-

AFTN isa message switching system designed to automatically receive and route all
these messages according to the ICAO standards and recommendations and well meet
all requirementsin termsof AFTN messages/ data handling 24 hoursaday, 7 daysa
week.

This section contains oper ational and technical requirementsfor the Supply,
Installation, Testing and Commissioning of an Air Traffic Services Message Handling
System (AMHS), which is

General Requirements:

The Air Traffic Services M essage Handling System (hereinafter called “ System”) shall
essentially consist of but not limited to the following three (03) subsystems.

ATS Message Server plusAFTN / AMHS Gateway

Domestic AMHS Network Infrastructure

AMHS User Agent Terminals

The contractor shall supply, install, test and commission these subsystems along with
any other ancillary equipment required in order to form the complete system as
specified in this section.

The system shall operatein conformity to the standards and recommended practices
(SARPS) prescribed by the International Civil Aviation Organization (ICAO) in
respect of AMHS

The system shall be supplied, installed, tested and commissioned within a period of
three (03) monthsfrom the date of award. Thebidder isrequired to submit a
tentative work schedule along with the tender.

The system shall beintegrated with the following systems:

Existing Flight Data Processing (FDP) System having an RS232 AFTN Interface
Existing Automated Terminal Information System (ATIS) having an RS232 AFTN
interface

The system shall replace the existing AFTN Message Switch and AFTN terminals
during the above-mentioned three (03) month period

The contractor shall ensure a smooth transition in the existing message handling

environment and interruptionsto aeronautical fixed telecommunication services shall
be kept minimal during the transition.
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3111

3.1.12

3.1.13

3.1.14

Subsystem Technical Specifications
ATS Message Server plusAFTN / AMHS Gateway

The ATS Message Server plusAFTN / AMHS Gateway shall be configurable so asto
simultaneously provide the services of an ATS Message Server (MTA) and an AFTN /
AMHS Gateway.

The ATS Message Server plusAFTN / AMHS Gateway shall be ableto route messages
between the following types of interfaces.

AMHSand AMHS

AMHSand AFTN

AFTN and AFTN

The ATS Message Server plusAFTN / AMHS Gateway shall be compliant with the
ICAO ATN SARPS (DOC9880) and the ICAO Annex 10 Volumell for AFTN.

The ATS Message Server plusAFTN / AMHS Gateway shall support “Basic AMHS
Service’ and shall be upgradeableto “ Extended AMHS Service’ if required.

The ATS Message Server plusAFTN / AMHS Gateway shall implement the“1SO and
IPSbased ATN protocol stack over X.25 and Ethernet Subnet works’ and the
“TCP/IP Protocol stack.

The ATS Message Server plusAFTN / AMHS Gateway shall support all of the
following AMHS connectivity options.

Connectivity to other ATS Message Serversvial SO based ATN Router
Connectivity to other ATS Message Serversvia COTSIP Router

Direct connectivity to other ATS Message Serversusing TCP/IP Protocol

The ATS Message Server plusAFTN / AMHS Gateway shall make use of the
following I nternational Private Leased Circuits (IPLC) , and local Leased Circuitsin
order to setup AMHS and / or AFTN linkswith counter part systems (Jeddah, Addis
and Muscat ) and open to adding in futureto 5 at least.

Theimplementation of “AFTN over X.25” shall conform to the Middle East Interface
Control Document (1CD) for X.25 Protocol for AFTN

The ATS Message Server plusAFTN / AMHS Gateway shall be equipped with the
following AFTN interfacesin given quantities and open to adding in future.

AFTN (IA2or ITA5) RS232to FDP

AFTN (IA2or ITA5) RS232to ATIS

The ATS Message Server plusAFTN / AMHS Gateway shall include a duplicated
M essage Storage Facility that implementsindividual mailboxes accessible to domestic
AMHS users

The Message Storage Facility shall storeall originated, received and routed AMHS
and AFTN messages and keep them at least for a period of (90) days before purging.

It shall be possibleto transfer all dataincluding AFTN and AMHS messages, system
logs, event logs and configuration data to optical storage media such asCD ROM /
DVD ROM and external HDD.

Access to each of the mailboxesimplemented in the M essage Stor age Facility shall be
password protected.

It shall be possibletorestrict “send” and “receive” privileges based on a group facility
or other similar type.
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The ATS Message Server plusAFTN / AMHS Gateway shall support simultaneous
connectivity with at least fifty (50) Nos. AMHS User Agent Terminalsand the ability
to process minimum 200 messages per second.

The ATS Message Server plusAFTN / AMHS Gateway shall be a high availability,
dual configuration (active-standby) system. The system changeover shall be completed
immediately after detecting afailurein the active system. Thisevent shall be
completely transparent to the users of the system and shall not result in any loss of
data.

System backup and restoration functions shall be based on CD ROM / DVD ROM
media or removable hard disk drives. Use of any form of magnetic tapesis not
acceptable

The bidder shall provide a detailed system design of the ATS M essage Server plus
AFTN / AMHS Gateway outlining the following aspects.

Softwar e Ar chitecture
Hardware Architecture
Protocol Stacks

Domestic AMHS Network I nfrastructure

The purpose of the Domestic AMHS Network Infrastructureisto providereliable
connectivity between ATS Message Server plusAFTN / AMHS Gateway and
Domestic AMHS User Agent Terminals. The contractor shall implement the Domestic
AMHS Network Infrastructureif needed.

The Domestic AMHS Network I nfrastructure shall be based on I P protocol and shall
consist of 1P Routers, Managed Ethernet Switches, Channel Access Units Wireless
Bridges and ancillary network accessoriesasrequired.

ThelP Routersand Managed Ethernet Switchesin the Domestic Network
Infrastructure shall operate on Cisco Internetwork Operating (10S) System
Each Local Area Network (L AN) shall conform to | EEE802.3 Fast Ethernet
(100M bps) Standard.

Thebidder shall provide a detailed network design indicating each component used in
the domestic AMHS network infrastructure.

AMHS User Agent Terminals
AMHS User Agent Terminalsshall providethe Human Machine Interface (HMI) to
the usersof the ATS Message Handling System.

AMHS User Agent Terminals shall be fully compatiblewith the“Basic AMHS
Service’ and shall be upgradeableto “ Extended AMHS Service’ if required.

AMHS User Agent Terminalsshall be standard, Commercial Off-The-Shelf (COTYS)
Personal Computers equipped with necessary software and hardware.

It shall be possible with the use of AMHS User Agent Terminalsto accessindividual

mailboxes implemented in the M essage Stor age Facility of the ATS M essage Ser ver
plusAFTN / AMHS Gateway.
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3.35 AMHS User Agent Terminalsshall beloaded only with those applications necessary
for itsproper functionality.
3.36 The operating system of AMHS User Agent Terminals shall be Windows
3.3.7 AMHS User Agent Terminalsshall use TCP/IP protocol to communicate with the
M essage Storage Facility of the ATS Message Server plusAFTN / AMHS Gateway.
3.3.8 Each AMHS User Agent shall be equipped with two fast Ethernet (100 Mbps)
interfaces (Oneinterfaceto be standby).
3.3.9 Each AMHS User Agent Terminal shall support connectivity to a USB printer
3.3.10 Provision shall be available for automatic downloading and printing of AMHS
messages destined to particular O/R address, without user intervention and the user
shall be ableto change printing mode from automatic to manual whenever and vice-
versa.
3311 The contractor shall install AMHS User Agent Terminals as described in bill of
quantity.
4 Functional Requirements
4.1 AFTN Message Handling
41.1 Overall AFTN Handling
The SYSTEM shall meet the following requirements
Receive and retransmit message in I TA-2 and 1 A-5 codes (as specified in ICAO Annex
10—-Volumell & new format) ;
Handle 3 or 4 digits of Channel Sequence Number (CSN);
Receive and handle 3-line addresses and Stripped addresses on all messages received or
transmitted;
Receive and retransmit Multiple-Address messages;
Receive an optional Data Field in the Origin-Line;
Verify the Origin-Linefor valid Origin-Indicators;
(Thisfield shall only accept thefilling time consist of date 01 to 31 and time 0001 to 2400)
Generate a new Handling-Linefor every retransmission on an outgoing channel.
4.1.2 Priority Handling
The SYSTEM shall recognize all current ICAO-defined Priority-Indicators and assign
them with at four (4) supported Transmission-Priorities.
The SYSTEM shall queue and retransmit messages with the same priority-indicator
on a given outgoing circuit in the chronological order in which they werereceived.
4.1.3 Distress M essage Handling

The SYSTEM shall upon receiving or relaying a message with Priority I ndicator
“SS’, irrespective of whether it containsthe Priority Alarm (BELL characters), raise
arepeating aural-alarm at the Supervisory Terminal. Thealarm shall remain until it
ismanually acknowledged and cleared.

The SYSTEM shall automatically generate a complete Service M essageto the Origin
station to acknowledge thereceipt of a distress message assigned priority SS.
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M essage Routing and Address-Indicators
Routing Control

The SYSTEM shall route incoming messagesin accordance with the following lists
constituting the Jeddah, Addis, Muscat AFTN Routing Directory.

ICAO Incoming Circuit Responsibility List;

Normal Routing List; and Diversion Routing List

Routing Anomalies

Barred Routing:

The SYSTEM shall not, under normal circumstances, route any message back on the cir cuit
from which it wasreceived. The SYSTEM shall route every such message to the Rej ect
position at the AFTN/AMHS Com. Centre.

Misroute:

The SYSTEM shall consider every incoming multi-addr ess message for which it findsno
positive relay responsibility in the addressline asMisrouted, and generate areport to the
Supervisory position at the AFTN/AMHS Com. Centre and system shall generate a service
message to the previous station informing message misrouted .Thetext of the service message
shall comprise the abbreviation SVC, thesignal QTA, the procedure signal M SR followed by
thetransmission identification. However, the SYSTEM shall treat such a message as if it
originated locally and assume responsibility for transmittingit to all the addr esses.

Traffic Diversion:

In the event of a circuit becoming unserviceable, the SYSTEM shall be ableto divert
itsoutgoing traffic via alter nate routes as per the Routing Directory. The SYSTEM
shall await for the Supervisory command effect the diversion of traffic on an outgoing-
circuit asfollows:

Diversion of all messages;

Diversion of messages with a Priority Group;

Diversion of messages by selected indicator (S);

Addressee-Indicators:

Each Addressee-Indicator in the Address-Line of a message shall consist of an eight
character-group. The SYSTEM shall identify such charactersin the Addressee-
Indicators as sufficient and necessary to deter mine the appropriaterouting for the
message.

Singleand Multi address M essages.

The SYSTEM shall assume onward relay responsibility for message received with a single
address and waive the current |ncoming-Circuit Responsibility.

The SYSTEM shall route Multi-Address message for which it takes onward relay action in
conformance with the Incoming-Cir cuit Responsibility List

The SYSTEM shall handle a message containing multiple addresses resulting from expanding
a single digtribution-address (examples. Abbreviated-Address or Collective-Address) asa
Multi-Address message.

The SYSTEM shall route a Multi-Address message in the most efficient manner and with
minimum delay to all addressesfor whom the SY STEM must take onward relay action.

The retransmission of such messages shall be carried out smultaneously on all free channels
serving the respective addr essees, without being delayed by waiting for any currently busy
channel to befreefor serving the remaining addr essees.
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4.2.6
(@)

(b)

4.3
43.1

(@)

(b)

(©

4.3.2

Stripped and shortened Addresses:

The SYSTEM shall upon retransmission, apply the Address-Stripping procedur e as defined in
Annex 10 volumell.

In caseswherethe Stripped-Address procedureisnot in force, the SYSTEM shall
automatically add a Shortened-Addressto a multiple-addr ess message to prevent double
delivery (asper ICAO Daoc 8259). The Shortened-Address shall consist on only Address-
Indicatorsfor which the next station hasrelay responsibility

M essage Tolerance and Assurance

Message Tolerance

The SYSTEM shall detect and correct format deviations or errorsin an incoming messageto
thelargest extent possiblethat istill consistent with maintaining the integrity of the message
text and all the substantive M essage-Parts. In all cases, all corrected message upon
retransmission by the SYSTEM shall conform strictly to the prescribed | CAO message
format.

The SYSTEM shall detect and correct format deviations or errorsincluding the followings;
Received “ZC”,“CZ”,“CZC” as Start of Message (SOM) signal;

Channel-indent (CID) presented in thefigureinstead of the letter case;

Morethan one SPACE between SOM and Transmission I dentification

Extraneous SPACE between CID and Sequence-Number;

Alignment-functionsin variousformsincluding: 1LF, 1CR, 1LF & 1CR, 1CR & 1LF, 2CR &
1LFand 2CR & 2LF

Morethan 1 SPACE between the Priority-Indicator and Addressee-I ndicator and between 2
Addressee-Indicators; and between thelast Address-Indicator and the second Alignment-
function;

Morethan 1 SPACE between the Date-time Group and the Originator - ndicator.

The SYTEM shall effect further correctionsor detection including the following:

Assign the higher Priority Indicator if the Priority Indicator received consists of 2 different
but valid letters;

Routetothergect position any message suffering code incompatibilities, examples, I TA-2
EOM (“NNNN") in an I A-5 encoded message or any non-1TA-2 charactersin an ITA-2
message.

End-of-M essage Signal (EOM)

The SYSTEM shall comply with the EOM procedure as per ICAO Annex 10 volumell. Upon
retransmission, it shall automatically insert an artificial termination for messages received
with an incomplete or no EOM but otherwise recognize asterminated in the following cases,
Detection of second acceptable SOM;

A pausein transmission of 20 seconds during thereception of the message.

Example: CHECK TEXT NEW ENDING ADDED VCCC  NNNN

Channel Sequence Number (CSN)
The SYSTEM shall support CSN which comprisewith either 3 or 4 digits;

The SYSTEM shall increment the CSN on each Outgoing Channel from 001 to 999 (or 0001 to
9999) cyclically, that is, resetting it to 001 or 0001 when incrementing from 999 or 9999

The SYSTEM shall reset the CSN automatically at 00:00UTC daily. After resetting, thefirst
message (with CSN 001 or 0001) shall be a Service-M essage gener ated automatically by the
SYSTEM on each outgoing channel indicating the Last Send (L S) and L ast Receive (LR) CSN on
that channel beforeresetting. The SYSTEM shall drop copy these message to the Supervisor
position at the AFTN/AMHS Com. Centre.

The SYSTEM shall check the correct sequence of CSN on each Incoming Channel.
On detecting an out-of-sequence CSN, the SYSTEM shall relay the associated message
normally and automatically advise the preceding station of theincorrect sequence
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4.3.3

4.3.4

435
(@)

(b)

(©

(d)

Example: If one channel sequence number ismissing SVC QTA MIS  ABC125.
When a several channel sequence numbersare missing SVC QTA MISABC128-132

Same manner when system receive such request from a station directly connected
shall comply automatically and report to be display to the supervisory position

The SYSTEM detectsthat a message has a channel sequence lessthan that expected it
should inform the previous station using a service message and report to be display to
the supervisory position Example. SVC LR ABC123 EXP AC135

The SYSTEM shall send all such Sequence-Number alarmsto the Supervisor position
at AFTN/AMHS Com. Centre.

The provision shall available to the Supervisory personne to initialize incoming and
outgoing channel sequence numbers.

Channel Check M essage

The SYSTEM shall automatically transmit Channel Check messages on all
unoccupied outgoing channels at time H+00, H+20 and H+40 minute;

The SYSTEM shall likewise expect to receive a Channel Check message on every
unoccupied incoming-channel at the same times within a tolerance of +/-3 minutes. | f
a periodic channel check transmission isnot received with atolerance time, system
shall generate a service messageto that end user and areport shall be displayed at the
supervisor position. Example: SVC MISCH 1220 LR ABC123

Test M essages

The SYSTEM shall be able to execute a supervisory command to initiate and
terminate transmission of Test Messages. The System shall format the Test M essage
asper ICAO Annex 10 and repeat transmitting it continuously aslong asthe
command isin force.

Circuit Traffic Monitoring

The SY STEM shall execute a supervisory command to display at the Supervisor position with
on-linecircuit traffic of all incoming and Outgoing Cir cuits.

The SYSTEM shall automatically generates service messages for the following instances
Detects a message was received with a completely mutilated addressline

Detects a received message with an invalid (i.e. length other than 8 letters) or unknown
addressee indicator.

Detects a message was received with a mutilated origin line or without any origin
Detectsthat a message was received with an incorrect originator indicator

Over length (for input message only)

The messageisreayed, and a service message is sent to previous station, the text of which is
"SVC ABC123 TOO LONG"

Last received, last sent

The standard servicemessage SVC LR ABC123 L SBAC234 shall be sent to midnight with
appropriate Tls, and only for the channels oper ated with thisfeature, as defined in network
configuration.
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4.3.6 Record of a message
(@ A record of a message shall be composed of;
- The"journal" of the message
- Thetext of the message
(b) Thejournal of a message shall contain;

Time of receipt

Received Tl, expected T, assigned CSN

Input circuit/channel identification

Type of message (accor ding to classification by system)

Number of charactersreceived

Number of retransmissions

Errorsdetected, interception, reection

Number and identification of service message(s) sent

Addressling(s)

Origin line

For each retransmission: status, time, T1, circuit, address, repetition, T| repeated
M essage Queue and Retrieval Handling

44.1 Circuit Overload

@ Whenever the number of message awaiting transmission on an outgoing channel exceeds a
threshold, the SYSTEM shall raise a Circuit-Overload report with aural-visual alarm at the
supervisory position.

(b) The SYSTEM shall raise such Circuit-Overload report and alarm until the condition has
subsided. The SYSTEM shall execute a supervisory command to reset this audible-visual
alarm, or automatically after a defined time.

(© The SYSTEM shall report to the Supervisory position on messageswith “SS’ and “DD”
priority remaining in a queue until the condition has subsided. Thereport shall contain the
PI, CID and TOR of such messages.

4.4.2 System Overload
The SYSTEM shall report a System-Overload event with aural-visual alarm to the
Supervisory position. Thiscondition is caused by excessive traffic backlog straining
system capacity and the report shall contain infor mation on thetotal number of
messages by priority and destinations.

4.4.3 Message Draining

@ The SYSTEM shall automatically drain-infout according to defined system level threshold
and per circuit defined threshold.

(b) The SYSTEM shall also able to execute a supervisory command for the following tasks;
Drain-out the traffic being queued on a selected outgoing-cir cuit by destination and priority to
temporary storage for subsequent drain-in when the condition returnsto normal;
Stop drain-out and start drain-in (that is, re-introduce) the traffic selected priority and/or
circuit in the SYSTEM for transmission; occurs
Stop drain-in midway in the event that an adverse circuit condition occurs.

(© The SYSTEM shall drain in messagesin the order of priority, and message of the same

priority in on afirst-in-first-out basis.
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4.4.4

4.4.5

(@

(b)

4.4.6

(@

(b)
(©

On-line M essage Retrieval

The SYSTEM shall execute a supervisory command to retrieve messages stored on-
linefor up to 14 days. The SYSTEM shall retrieve messages using following
parameters and eventually retransmit them by Supervisor action.
Reception circuit  + Time

Reception channel + Time

Transmission circuit + Time

Transmission channel + Time

Reception channel  + CSN

Transmission channel + CSN

Service messages + Time

Created by supervisor + Time

Created by System + time

Cancelled messages +Time

Corrected messages + Time

Origin indicator

Text keyword ()

M essage Repeat Request

SYSTEM shall automatically comply with arequest by any outstation to repeat specified
messages previoudy retransmitted., and report to be display at the supervisory position
Example: SVC QTA RPT ABC123

SVC QTA RPT ABC123-125

If therequesting originator isone of the Addressee-Indicatorsin the address-line, the
SYSTEM shall repeat only single addr ess messages, shortened or stripped asappropriatefor
thecircuit. Otherwise, the SYSTEM shall repeat a requested message with the complete
address-lineand with the procedural “DUPE” appended to thelast alignment function of that
message.

Message Trace

The SYSTEM shall provide on-line message tracing for the supervisor to:

Request aforward trace of a message using input criteria of Circuit number
(CCT)/TI/DATE/TIME;

Request areversetrace of a message using out criteriaof CCT/ID/TI/DATE/TIME.

The SYSTEM shall, upon receiving a message trace request, gener ate a message tracereport.
The SYSTEM shall, maintain an automatic log containing activitiesrelated to the operation of
it and on request by the supervisory personne report shall be producesto the supervisory
position
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4.5 AMHS Functional Model
45.1 The System shall providethe AT S message exchange between service users complying
with the (ICAO ATN) SARPS (Doc 9705) Edition 2 and Asia Pacific Regional
Interface Control Document (ICD) for AMHS.
45.2 The AT S message service shall support basic ATS Message Service and shall be
upgradeableto extend service when required.
453 The system shall comprise with the following functional objects
Message Transfer Agent (MTA)
User Agent(s) (UA)
M essage stor age facility
AFTN /AMHS Gateway
4.6 ATS Message Service Functions
46.1 Thefollowing three categories of AMHS information objects shall be used.

@ Messages - In theBasic ATS Message Service, each AMHS message shall correspond
unequivocally to an ATS M essage

(b) Probes - Only direct AMHS users shall be ableto submit AMHS probes

() Reports- AMHS reports shall be delivered only to direct AMHS user's

4.6.2 The System shall be capable of performing the following operationsfor conveyance
and handling of messages.

(@ End-to-end conveyance of messages between two ATS M essage Servers, one as an originator and
the other asarecipient

(b) Multi-destination delivery —routing and multiple dissemination of messagesto one or more
recipients

(© Alternative recipient —allowing the originator to specify an originator requested alter nate
recipient for the situation that the message cannot be delivered to the specified primary recipient

(d) Use of probe—allowing the originator to generate a probe to deter mine the deliver ability of
messages of an intended recipient, and responding to such request by returning a delivery or non-
delivery report when acting astherecipient.

G) M essage priority —supporting three grades for message handling including urgent, normal and
non-urgent and the mapping between the MHS priority and AFTN priority.

) AFTN — AMHS conver sion — converting and processing AFTN message for conveyance over the
ATN, including message format, priority indicator, addressindicator (s) filing time, originator
indicator (s), optional heading infor mation and text/content aswell asthe control functions and
actionsto be performed for ~ AFTN general message, acknowledgement message and service
message in compliance with ICAO Doc 9705 section 3.1.2.3.4.

(9) AMHSto AFTN conversion — converting and processing AMHS message for conveyance over the
AFTN including message format, heading, content, priority indicators and addressing aswell as
the control functions and actionsto be performed for AMHS alter nate recipient, receipt
notification, probe, non-delivery report, and other in compliance with ICAO Doc 9705, section
31235

(h) Primary and copy recipients allowing the originator to designate which recipientsare intended as
primary or copy recipients.

0) Blind recipient —allowing the UA to submit two copies of the message, thefirst copy containing
referencesto both blind and non-blind recipients and the second copy containing no reference to
blind recipientsfor sending to the blind and non-blind recipients respectively.

() Deferred delivery —allowing the originator to specify that a message should not delivered before
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4.6.3
(@)
(b)

(©

(d)

a specified date and time.

Latest delivery —allowing the originator to specify a date and time by which undeliver ed message
should be cancelled.

Receipt notification — allowing the originator to request therecipient for a receipt notification to
indicate successful presentation of the message to the recipient’s UA and responding to such
notification request when acting asthe recipient.

Non-receipt notification —allowing the originator to request the recipient for a non-receipt
notification in case of message cancellation by therecipient’s UA, and responding to such
notification request when acting asthe recipient.

Auto-forwarding —allowing a user toinstruct hisUA to forward every messageit receives
automatically to another user’s UA and generating a non-receipt notification indicating that the
message had been auto forwar ded.

Traffic logging requirements

The System shall be responsible for long term logging of all messagesin their entirely which are
originated by itsdirect AMHS users.

The System shall perform along-term logging, of the actions taken with respect to every message
received at the ATS message server, whether from an ATS Message User Agent or from another
ATS Message Server, and to every report received or generated at the ATS M essage Server .

For the L ong term logging of information related to a message submitted to or received by an ATS
M essage Ser ver, the following parameter s shall be logged

M essage-identifier;

Priority;

Content-type;

Originator-name;

Recipient-name elements on responsibility list;

M essage-content-size;

Last element of the trace-information (if any);

Arrival-time or submission-time;

Transfer destination (if any);

Transfer time (if any);

This-recipient-name (if message delivery is performed by the ATS message Server);

Delivery time (if any);

Event date/time

For long term logging of information related to areport generated or received by an ATS

M essage Ser ver, the following parameter s shall be logged

Report-identifier

Subj ect-identifier;

Actual-recipient-name elements;

Report-type elements;

Report-destination-name; last element of the trace-information (if any);

Arrival timein the AT S message server or generation time;

Transfer destination (if any);

Transfer time (if any);

O/R-name of thereport recipient;

Deliver-time (if any);

Event date/time
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4.7 ATS Message User Agent

4.7.1 For Basic ATS Message service, the ATS M essage UA shall comply with the following:
Profile AMH21 (P2 protocol)

Additional provisionsrelating to parameters generated at an ATS Message UA, as
specified in ICAO Doc 9705 Section 3.1.2.2.1.1;
Provisionsrelated to traffic loggingin ICAO Doc 9705 Section 3.1.2.2.1.2.

4.7.2 The User Agent shall be capable of long term logging of all messages and probes
originated by itsusers, at least for 30 days. Each daily log generated shall have a new
filename containing the date infor mation and shall be automatically stored in a
dedicated directory.

4.7.3 The User Agent shall allow the user to perform the following operations:

@ Creating, ddeting, editing, copying, transmitting, receiving, forwarding, sorting, searching,
viewing, printing, archiving and restoring messages and probes.

(b) Sorting, searching, viewing, printing, archiving, deleting and restoring of long term logging
files

(© Creating, ddleting, editing, copying, sorting, sear ching, viewing and printing addr esses and
distribution listsin the addr ess books.

(d) Creating of AT S standard messages providing templates (FPL, SPL, CPL, DEP, CDN, ARR,
CNL, CHG, DLA,EST,ALR,RPL, RCF)

(e Creating of meteor ological messages providing templates (METAR, TAF, SSIGMET)

4.7.4 The User Agent shall automatically group, sort and display the messages in different
foldersasfollows.

@ Inbox — containing the received messages which are not yet sorted to any daily archiving
folder

(b) Sent — containing the successful sent messages which are not yet sorted to any daily archiving
folder.

(© Outbox — containing latest delivery, deferred delivery and other messagesto be sent.

(d) Draft — containing message templates and dr aft message created by user

475 The User Agent shall display the statistics of each folder including thetotal number of
messages and the number of unread messagesin thefolder.

4.7.6 The User Agent shall be capable of creating daily archiving foldersand transferring
the messages from the main folders of Inbox, Sent, Trash, Notification and Probesto
therespective daily sub-folders according to user defined schedule.

4.7.7 Purging function shall be provided to allow user to select and purge message(s) in the
Trash folder from the hard disk of User Agent workstation

4.7.8 Recovery function shall be provided to allow user to select and purge message(s) in the
Trash folder to other folders.

4.7.9 Sear ching function shall be provided to allow user to retrieve messages, notifications,

and probes according to user defined search criteriaincluding folder, subject
originator, recipient, address, priority, date/time and message content for further
processing.
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4.7.10 Sorting function shall be provided to allow user to view thelist of messagesin

4.7.11

4.7.12

4.8
4.8.1

(@)

(b)

4.8.2

4.8.3

4.8.4

4.8.5

(@)
(b)
(©)
(d)

ascending or descending order sorted by priority, date/time, subject, originator,
recipient and address.

Audio and visual alerting function shall be provided to alert user when a message with
Urgent (AMHS) or SS (AFTN) priority isreceived.

Different colours shall be used to indicate various message typesincluding ur gent,
unread, deferred delivery, latest delivery and non-receipt notification. The user shall
ableto reconfigurethe colour schemefor each type of message.

ATS Message Server plusAMHS/ AFTN Gateway

The AT S message server shall comprise of a Message Transfer Agent (MTA) with the
following capabilities:

The ATS Message Server shall be capable of 30 days or better long term logging, the log
parameters on information related to a message or report are specified in Doc 9705, Section
3.122222and 3.1.2.2.2.2.3.

Thelogging shall record additional events such as:

Probe Submission operations (successful or error)

Probe Transfer in successful operations

Probe Transfer out operations (successful or error)
M essage submission error

Message delivery error

Report delivery error

The ATS Message Server shall allow the system supervisor to perform thefollowing
functions and the Standby ATS Message Server shall synchronize with the operational
ATS Message Server on all actionstaken.

Editing MTA routing tables
Extracting and transferring content of M essage Stor e to optical storage

The AFTN/AMHS Gateway shall providefor an interworking between AFTN and
AMHS entities.

The AFTN/AMHS Gateway shall comply with the specification in ICAO Doc 9705
Section 3.1.2.3 and provide bi-directional conversion and conveyance of messages
between AFTN and AMHS.

The AFTN/AMHS Gateway shall consist of the following logical components:

AFTN component

ATN component

Message Transfer and Control Unit
Control Position
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4.9
49.1
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(b)
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(d)
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(f)

(9)
(h)

(i)

4.9.2

(@)
(b)

(©
493

(@)

(b)

System Supervision
Supervision Terminalsand Peripherals.

The supervision of the system shall be carried out using 02 Nos. system supervision and
operation terminals.

Graphical and visual display of information necessary for on line control of system, lines and
traffic should be provided.

It shall be possible to configure all parameters defining channels, lines, cir cuits, user profiles
corresponding to all usersconnected to the system and therouting tables, directories needed
for onward relay and inter ception of the messages.

Parameter input should be menu-driven and facilitated by selection lists. I nputs shall
immediately check on validity aswell as cr osschecked

The system shall indicate by means of alarm reportson any event detected about abnormal
operation of any software or hardware component or change of status of such components as
well asall information related to traffic assurance and message processing needing operator’s
control or action.

Information related to operator’s actions (supervision commands, cor rections and

inter ceptions) and system alarms shall permanently and in real time be printed out on
dedicated printers provided by the contractor.

At system supervision and operation terminals, it shall be possible to receive entire messages
addressed to the system or thecentre.

The service messages detected asrepetition requests by the system shall berouted to the
system supervision and oper ation terminalswith an additional information field in the
heading lineindicating this detection.

The system shall provide the operatorswith real time alarm reports clearly indicating the
reception and decoding of repletion request service messages, their processing and theresults
regarding the repetitious performed or not, with cause.

Rejection and Correction

M essages that the system cannot route and for which no service message could be originated
shall be presented to the system supervision and operation terminals.

It shall be possible to cancel the message or modify and correct it for transmission back to the
system. Thetime of such message channeled to the correction position and thetimethat was
sent back to the system after correction should be automatically indicated.

Every message received from this position shall be processed by the system asif it was
received from theinitial input circuit.

Creation of Messages.

It should be possible to prepare and send messages at the system supervision and operation
terminals. Pro-formatted messages should be available with appropriate facilitiesfor their
creation, updating modification and suppression.

The creation function should accessto these pro-formatsaswell asto retrieval of messages
from the system in order to complete or modify them, so asto form a new message to be sent
to the system for onward routing.
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494
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Generation of Statistics

The system shall generate both short term and long term statistics as outlined below.
Short Term Statistics (Hourly)

Total number of messages separ ating the following type of messages: normal, service,
repeated, diverted, rejected & messages with Diversion Indicator (incoming)

Number of messages sent / received for each priority on all channels;

Channel occupancy during the hour per channel (asper |CAO Doc 8259)

Total Number of charactersreceived and transmitted per channel

Short Term statistics (Daily)
Total number of messages (normal, service, diverted, repeated & rejected separately)
sent/received on all incoming/outgoing circuits/channels during the full day (0000UTC to
2400UTC);
Total number of outgoing/incoming message by priority;
Average number of characters per message for both outgoing and incoming cir cuits
Peak hour indication with number of message and character count during thefull day;
M aximum message process delay per channel.

Long Term Statistics (Monthly)
Total number of messages of each priority sent/received on each day for every
outgoing/incoming channel in a month.
Total number of messages (normal, service, rejected, repeated, diverted & retransmitted)
sent/received on each day for every outgoing/incoming channel in a month.
Total number of charactersreceived/sent on each day.
The peak hour with total number of messages and char acter sreceived/sent during the
day/month for each channel.
Circuit occupancy (actual & average) and total number of characters sent/received for every
channdl.
Transit time statistics (monthly, daily & hourly).
AFTN circuit loading statisticswith daily total number of characters (sent/received), daily
peak hourly characters (sent/received), and output/input hourly/daily per centage for each
international circuit/channels.
The system shall generate circuit loading statistics of all individual circuits on 23rd to 25th of
every April and October asper | CAO guidelines.
It shall be possibleto export all of the above statistics to spreadsheet application such as
Microsoft Office Excel.
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System Documentation

51 The Contractor shall provide comprehensive product documentation and softwarein English
Language.

52 Three (03) sets of thefollowing manualsfor the system and each of the subsystems shall be
provided.

User Manual

System Integration Drawing
LLD (Low Level Design).
HLD (High Leve Design).
Maintenance Manual.
Installation Manual.
Administrator's manual.
Inventory list of equipment.

Warranty

The System shall be guaranteed to be free from any manufacturing defect or software
bug for aminimum period of three (03) yearsfrom the date of Commissioning and
(02) yearsfor the hard ware.

Spares Parts
Initial Stock of Spare Partsfor three (03) years of System Operation

NGO~ E

(o))

M aintenance tools
The contractor shall provide the maintenance toolsand testers necessary for the system.

Power Supply
All equipment shall be suitable for universal voltage 100 - 220 Volts/ 50 hertz with 10% tolerance.

Uninterrupted power supply (UPS) with a capacity to supply the AFTN/ AMHS switch and its

peripheralsduring power failure for minimum one (1) hour shall be provided.

The power input to the UPS shall be obtained form existing electrical system of the facility.

Power distribution board for both input and output of the UPS shall be provided.

UPSs shall be provided for all AFTN/ AMHS workstations with at least 30 minutes backup time.
10 Training

Factory training:

The contractor shall send six (6) engineersto attend the Factory training program for

maintenance.

Local training:

The contractor shall train several engineersand operatorsin site during and after the

installation.

\l
[o0] |_\I\l

[{e)

Engineering Services

Factory Acceptance Test (FAT)

CAMA Representative Shall attend the factory acceptancetests (FAT) at least 3
engineers For all hardwar e/softwar e deliverables (AFTN switch, ATN router, AMHS
user agent terminals) at the supplier's premises shall be performed befor e shipment.
The contractor shall submit for approval by CAMA a detailed FAT plan four weeks
beforethe beginning of the FAT.

Installation and Site Acceptance Test (SAT)

The SAT plan (Protocol) shall be submitted to CAMA for approval, which shall
consist of a subset of functional tests specified in the FAT plan, plus specific tests
taking into account the site environment (e.g. as built drawing connection to networks
and systemsthat could not be verified at factory, accommodation of real traffic).
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PC

Printer

Laptop

UPS

AFTN/AMHSTEBMINALS (WORKSTATIONYS)

( Minimum Specification)

As Shown In the Block Diagram For Sana'a Airport and other Yemen'sairports

Processor: Intel corei7 (2.93 GHz),.

HD : 500 GB.

Installed Memory (RAM): 6GB.

System Type : 64-bit Operating system

Monitor: Minimum 17 inch Flat Screen (LCD) 17x17 PIXCL / RES.
Graphics: 1GB ATI.

Network card: 10/2100/1000 Mbps

Power supply: Universal P.S (85V — 240V, 50 Hz).

CD ROM: CD/DVD+/- RW Super Multi

Operating system : Windows 7 professional licensed

Black Print Speed : Up to 35 ppm

Black print resolution : Up to 1200 x 1200 dpi
Duplex printing : Automatic (standard)

Printer memory : 128 MB

Processor : 600 MHz Feroceon ARM dual processor
Duty cycle : Up to 50,000 pages

CPU (Processor): Intel(R) Core(TM) i7 (2.8 GHZz).

HD: minimum 500 GB, 7200RPM Hard Drive Protection

Cache size: 6MB L3 Cache) with Turbo Boost up to 2.9 GHz with Bus
Speed1333MHz.

Video chipset: 1GB GDDR5 Radeon (TM) HD 6850M Graphics [HDMI]
Installed Memory (RAM): 6GB 1333MHz System Memory (2 Dimm), DDR3.
Network card: wireless  Intel wi fi , Blue tooth

Display size: 15inch LCD.

System Type : 64-bit Operating system

CD ROM: CD/DVD+/- RW Super Multi

Operating system : Windows 7 professional licensed

The UPS shall be Capableto supply AC power ( 100 — 250V, 50Hz,
universal ) for each pc working stations at least 30 minutes of Autonomy.
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AFTN/AMHSMAIN SWITCH TECHNICATIAL SPECIFICATION
( Minimum Specification which should be ICAO Standard)
( Technical Room & Communication Room )

PROCESSOR: Intel Xeon ®5549(6core,2.53GB,12M BL ,80W) Or the
SERVER  latest.
Expansion Slots: 6
Dual redundant Number of Processors: 2 up to 6 or more.
Standard Memory (RAM): 12GB up to 192GB or more.
Memory Slots: minimum 18 DIMM Slotsor more.
Number Of Disks: 2x300 GB raid 1 Hot plug.
Network Controller : (2) 1Gbe X2NIC Ports
Storage Controller : 512MB Flash Backed Write Cash (FBWC)
Maximum Drive Bays: 8 SFF,SAS/SATA With Optional cage

main and stand by
with auto change
over.

Power Supply : (Power Supply Hot Plug High Efficiency

UPS Capableto supply AC power (100 — 250V, 50Hz, universal) to all
Equipment with 1 hour of Autonomy in the Technical Room and
Communications Room.

- Long-term Data Archive Package For at least 120 days
- Basic softwarelicense

DATA STORAGE &
ARCHIVE
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AFTN/AMHS System (T able of Quantities)
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